«POPUKC:
YnpasneHue ob6veKtamum ctpoutenbcrea»

UHCTPYKLMA NO YCTaHOBKe 3K3emnaapa NnporpamMmmHoOro
obecneyeHusn



HacToAwan MHCTPYKLMA ONUCbIBAET ABa BapmnaHTa paboTbl ¢ cuctemoli:

1. [Ooctyn K Beb-cepsucy (SaaS) — cuctema pasmeltaeTca Ha cepBepax pa3paboTumKa,
No/sb30BaTeb NOAyYaeT CCbIKY ANA BXoAa.

2. YcTaHoOBKa Ha cobcTBeHHbINM cepBep (On-Premise) — passepTbiBaHME Ha
MHPPACTPYKTYpe 3aKasumKa.

1. Aoctyn K cucteme Kak Beb-cepBuc (Saas)

Ecan Bbl Mcnonb3lyeTe cuctemy B BUae Beb-cepBMca, Pa3BEPHYTOrO Ha cepsepax
pa3paboTuMKa, HUKAKOM YCTAHOBKM Ha BalleWl CTOpoHe He Tpebyetca. [loCTaTOMHO MMETb
KOMNbIOTEP C AOCTYNOM B UHTEPHET M COBPEMEHHbIN Bpay3ep.

1.1. NonyyeHue pgocryna

e Agpgpec (URL) ana Bxoga B cucTemMy nNpeaocTaBnAeTcs aAMMHUCTPATOPOM Ballew
OpraHuM3auum UAM HanpaBAAETCA Ha Ball KOpPNopaTUBHbIN e-mail nocne noaxknoveHns
K cepBucy.

e JIOrMH M Naponb BbIAAKOTCA MHAMBUAYANbHO. B HEKOTOpPbLIX CAyyasax UCMONb3yeTcA
eaMHaA KoprnopaTuBHaAa y4€THas 3anuchk (Npu nHTerpaumm c Active Directory).

1.2. Bxopa B cuctremy

1. OtkpouTe Bpay3ep u nepergunTe NO CCblIKE, NONYYEHHOM OT aA4MUHUCTPATOPA.
2. BeeauTe NOrMH U Napob.
3. HaxmuTe KHOMKy «BonTtn».

1.3. TpeboBaHuA K pabouemy mecty

o bBpay3ep: nocneaHue ctabunbHble Bepcun AHaekc bpaysepa, Google Chrome, Mozilla
Firefox, Opera, Microsoft Edge.

e WHTepHeT: gocTtyn K cetu (ana paboTbl ¢ Beb-nHTEpdelicom).

e OnepauyuoHHasa cucrema: nbas (Windows, Linux, macOS) — orpaHu4eHuUi HeT.

1.4. NoppeprKKa

KOHTaKTbl CNy»KObl TEXHUYECKOM NOAAEPIKKM (aApec 3NeKTPOHHOM NouTbl, TeniedoH U
T.N.) NPeAO0CTaBAAOTCA BMECTE CO CCbIIKOM Ha CUCTEMY U YYETHBIMM AAHHBIMM.
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2. YcTtaHOBKa Ha cobcTBeHHbIN cepsep (On-Premise)

2.1. TpeboBaHMA K cucteme

2.1.1. AnnapartHble TpeboBaHuA

KomnoHeHT MuHumanbHble TpeboBaHUA
Mpoueccop 1 agpo
OnepaTuBHaa NamATb 2 b RAM
JnckoBoe NpocTpaHCTBO 10T
Cetb JocTyn K uHTepHeTy

2.1.2. NporpammHbie TpeboBaHUA

KomnoHeHT Tpebyemasn Bepcus OnucaHue
oC Linux (Ubuntu 22.04+) CepBepHas onepaunoHHan cuctema
Docker 27.5+ CpeAncTBo KOHTEMHEpU3auuUm
Docker Compose 2.32+ YnpaBneHne KOHTEMHEPaMU

2.2. NMopAapoK yCTaHOBKU

2.2.1. MoparotoBKa

Y Bac Ha cepBepe/NoKanbHOW MalwwuHe, rae 6yaeT NPousBOAUTLCA YCTaHOBKA
NPUIOXKEHUA, AONXKHA bbITb ycTaHoBAeHa Ubuntu 22.04+.

Onsa 3anycka Ha Windows yctaHoBute WSL2 (Hanpumep Ubuntu 22.04.5 LTS u3
Microsoft Store) n Docker Desktop
(https://docs.docker.com/desktop/setup/install/windows-install/).

2.2.2. 3anyck

Ha malunHe, rae Npov3BOAMTCA YCTaHOBKA MPUIOMKEHUA, ANA yA06CTBa co3aaliTe nanky
NPUIOXKEHUA N NepengunTe B HEE.

CKavalTe CKpPMNT YCTAaHOBKM (CCbiNKa Ha ¢alin npeaoctaBnsetca B NUCbMe nocne
3aK/IloYeHNA AoroBopa):

wget https://ccbinka Ha ckpunt/load.sh

BbinonHuTe:

sudo bash load.sh

®ain ckavyaet Heobxoaumble 06pasbl U panabl KOHPUrypaumu. [anee ycTaHOBUTCA
Docker (ecnu ero HeT) 1 3aNycTUTCA NPOEKT.

2.2.3. HacTpoiKa pgocTtyna K canty

Ha mawuHe c 6paysepom, gobasbTe B dpain hosts 3anuce:
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<ip Balero cepBepa/NoKanbHOI mawmuHbI> forix.nir.center

Hanpumep, ecnv NpoekKT 3anyLieH Ha TOM e CaMon MalluHe:
127.0.0.1 forix.nir.center

PacnonoxeHue ¢aiina hosts:

ana Windows: C:\Windows\System32\drivers\etc\hosts
ans Ubuntu: /etc/hosts

Mocne atoro B bpaysepe oTkpoiTe https://forix.nir.center.

Bpaysep MoXeT npeaynpeautb O HeAEUCTBUTENbHOM cepTudUKaTe — HaXmuTe
«MpoAoNKNUTL», TaK KaK UCMOb3YETCA NOKaNbHbIM cepTUPUKAT.

0 Not Secure nir.center R

Be careful. Something doesn’t look right.

( Firefox spotted a potentially serious security issue with forix.nir.center. Someone
Ay °© pretending to be the site could try to steal things like credit card info, passwords,
or emails.
' 4 ' Go back (Recommended) Hide advanced
Advanced

What makes the site look dangerous?

Because there's an issue with the site’s certificate. Sites use certificates issued by a
certificate authority to prove they're really who they say they are. This site’s
certificate is self-signed. It wasn't issued by a recognized certificate authority — so
we don't trust it by default.

What can you do about it?
Not much. It's likely there’s a problem with the site itself.

IMPORTANT NOTE: If you are trying to visit this site on a corporate intranet, your IT
staff may use self-signed certificates. They can help you check their authenticity.

View the site’s certificate

Error Code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Jul 30, 2026 9:34:44 PM GMT+5

Proceed to forix.nir.center (Risky) b
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YYéTHble AaHHble (NOrMH M Naposb) ANA NEepBOro BXoAa HanpaBAAlTCA B NUCbMe
BMECTe C YCTAaHOBOYHbIMK pannamn. Ecam npegycMoTpeH TECTOBbIN PEXUM C MMUTALMEN
Active Directory, naHHble ana BxoAa Takxe 6yayT yKkasaHbl B 3TOM NMUCbMe.
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